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Tuesday 17" January 2023

Dear Parents and Carers

RE: Internet safety and the use of Social Media - Year 5 and 6

St Joseph’s Catholic Primary School is committed to promoting the safe and responsible use of the internet and as
such we feel it is our responsibility to raise this particular issue.

Social Media apps/programmes:

Skype - a video and messaging app. You are required to be at least 13 years old before you can create an
account

Snapchat - a photo and video sharing app allowing images and texts to be sent and automatically deleted
after a set amount of time. You are required to be at least 13 years old before you can create an account

Instagram - an online mobile photo sharing, video sharing and social networking service which enables its
users to take pictures and videos and share them on a variety of social networking platforms. You are
required to be at least 13 years old before you can create an account

Facebook - a social networking site. You are required to be at least 13 years old before you can create an
account

WhatsApp — an instant messaging app for smartphones. The user agreement requires users to be age 16 or
older. Children are often creating ‘groups’ to which others are joining. This means that all information is
shared with anyone who is in the group, so privacy is lost. It is possible for strangers to be added to the
group

Roblox — a popular video game aimed at children 7 years and older. It offers a huge amount of creative
freedom where players can create their own gaming experiences and share them with other players online

Fortnite - a group game where children can be muted and excluded from groups. The recommended age
for this game is 13 years

We understand that it is increasingly difficult to keep up with the ways that our children are using new and
ever-changing technologies. Our children are immersed in a society that has become dependent on
powerful computers, including smart phones, iPads, interactive online games, and virtual communities.

Websites such as Facebook, Instagram, Skype and WhatsApp to name but a few, offer fantastic opportunities for
communication and social connections, however they are created with their audience in mind especially sites such
as Facebook and Instagram which are specifically for those over 13 years old. When monitoring your child’s internet
use, please remind yourself of the concerns of social media:

Many sites use ‘targeted’ advertising and therefore your child could be exposed to adverts of a sexual or
other inappropriate nature, depending on the age they stated when they registered. They may have lied
about their age to get an account, making them appear older than they are, increasing this risk.

Young people may accept friend requests from people they don’t know in real life which could increase the
risk of inappropriate contact or behaviour. The general rule is, if they aren’t friends in real life, they
shouldn’t be ‘friends’ online
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. Language, games, groups, and content posted or shared on social media is NOT moderated, and therefore
can be offensive, illegal or unsuitable for young people

o Photographs shared by users are NOT moderated and therefore young people could be exposed to
inappropriate images or even post their own

. Underage users might be less likely to keep their identities private and lying about their age can expose
them to further risks regarding privacy settings and options

o Social media sites can be exploited by bullies and for inappropriate contact

o Social media sites cannot and do not verify its members, therefore, it is important to remember that if your
child can lie about who they are online, so can anyone else

Primarily, these occurrences and reported incidents of misuse of social media sites happen at home, after school
hours when children have access to web sites that are blocked in school. With this in mind, we feel it important
to point out to parents the risks of unregulated use of such sites, so you can make informed decisions as to
whether to allow your child to have a profile or not and when and how to monitor their use, particularly at
nighttime. We strongly advise a device free bedroom policy after bedtime to allow for uninterrupted sleep and
rest.

Although we cannot govern matters occurring out of school hours which is parental responsibility, we will take
action (such as reporting underage profiles) if a problem comes to our attention that involves the safety or
wellbeing of any of our pupils, including reporting the use of in appropriate images of young people to the police,
as this is a legal matter. This also refers to inappropriate text messages.

Should you decide to allow your child to have an online profile we strongly advise you:
o Check their profile is set to private and that only their friends can see information they post

o Monitor your child’s use and talk to them about safe and appropriate online behaviour such as not sharing
personal information and not posting or messaging offensive /inappropriate messages or photo’s

. Monitor your child’s use of language and how they communicate to other people, ensuring profanity is
discouraged

. Have a look at advice for parents on the social media sites

. Set up your own profiles so you understand how the site works and ask them to have you as their friend on
their profile, so you know what they are posting online

Make sure your child understands the following rules:

o Always keep your profile private
. Never accept friends you do not know in real life
o Never post anything which could reveal your identity including photographs, wearing school uniform etc.

where possible

o Never post anything you wouldn’t want your parents or teachers to see
. Never agree to meet somebody you only know online without telling a trusted adult
o Always tell someone if you feel threatened or someone upsets you

We recommend that all parents visit the CEOP Think U Know website for more information on keeping your
child safe online:

www.thinkuknow.co.uk

www.net-aware.org.uk

www.getsafeonline.org

‘Learn together and grow in God’s love’

Aspiration - Compassion - Community - Faith - Respect - Responsibility


http://www.thinkuknow.co.uk/
http://www.net-aware.org.uk/
http://www.getsafeonline.org/

Through lessons provided at school, assemblies, guest speakers, and PSHE lessons, we do our best to provide our
children with the awareness and knowledge they need to recognise and avoid dangerous, destructive, or unlawful
behavior, and to respond appropriately. However, it is only through a collaborative effort between parents and
teachers that we will succeed in creating responsible and safe cyber citizens.

Yours faithfully

Miss S Long
Headteacher
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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" ONLINE DATERS

These are also called ‘ODers’
i and are quite common in Roblox. An

ODer is an individual who joins a game with
the intention of findin? someone to date
online - and eventually meet in person. Such
online dating is against the Roblox
community guidelines, but this usuall
doesn’t deter ODers. Some player-built
Roblox game worlds have even been
designed with online dating specifically in

IN-APP PURCHASES L %
Roblox is actually free to download
AN

CONTACT WITH STRANGERS

Roblox encourages players to

. communicate online (including a

. group chat facility). This could expose
children to risks such as scammers, online
predators, harassment, griefers and more.
The in-game chat has some filters, but isn't
perfect: players can still send harmful
messages to others — such as general
hostility — while predators can reach out to
children directly.

PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to play exclusively
with their friends, but this costs money.
Most Roblox players will instead be on
public servers that anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from
strangers than others.
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| and play, but bear in mind that

s there are some hidden costs. Players
are encouraged to make purchases
in the game, for example, using real
money. People can also buy extra
Robux(the in-game currency) to
spend on cosmetic items in the game,

and some private or VIP servers also

have a cost.
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SET PARENTAL CONTROLS & PRINATE SERVERS

Roblox comes with several parental control options, ™~ '8 Roblox's private messaging function raises the If your child has some genuine friends to play Roblox

which are explained well on the game’s official risk of children being contacted by people they online with, paying for a private or VIP server decreases

website. It's essential to enter the correct date of birth || may not want to speak with — potentially x the risk of contact from strangers. Even then, however,

for your child, as that allows Roblox to automatically . leading to buIIying, harassment, toxicity and « some pla)I/ers could invite other people — who might not
# apply the appropriate chat filters. The game also scam attempts. The game allows you to disable necessarily be child friendly - into the private server. If

allows parents and carers to set monthly spending | messages from anyone who hasn't been added your child is a Roblox fan, it's important to talk with them

as a friend on your child’s account. regularly about who they are playing the game with.
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ﬁ DEALING WITH STRANGERS ﬁ
At some point in their development, your child will need to “
learn how to deal with strangers online. Show them how to \

: : ¢ \N‘ts.“*-
block and report any users who are upsetting them or asking Y
uncomfortable questions. Talkin? to them about what’s OK to discuss '
- and what they should never tell a stranger online - will help them
understand how to communicate with other people online safely.
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restrictions and monitor their child’'s account.

MONITOR SPENDING

If they don't understand they’re using real money, it's easy for
children to accidentally spend a sizeable amount in the game.
Using parental controls to place limits on their spending will help
avoid any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it
harder for your child to spend money inadvertently.

F
Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Snapchat is a photo- andjvideo-sharing app which alsolallows users to chat with friends via text'or audio.
Users can share imagesiand videos with specific friends; orthrough a ‘story’ (documenting the previous
24 hours) visible to theirlentire friend list. Snapchat usageirose during the pandemic, with many young

people utilising it tﬂcﬁgpnnect with their peers. The app continues to develop features to engage an eveng
larger audience and emulate current trends, rivalling;platforms such as TikTok and Instagram. ‘

CONNECTING - L-\ SEXTING
| WITH STRANGERS @)Y 9 g continues to be a risk
s associated wit napc at. The Clpp'S

Even if your child only connects on Y ‘ > ‘disa ; )
- ‘ 4 ‘ ppearing messages’ feature
the app with people they know, they e * o makes it easy for young people (teens

Sexting continues to be a risk

may still receive friend requests from | in particular) to share explicitimages
strangers. Snapchat’s links with apps " on impulse. While these pictures do
such as Wink and H.°9f? have . | disappear - and the sender is notified
increased this possibility. Accepting if it has been screenshotted first -

a request means that children are users have found alternative methods
then disclosing personal information to save images, such as taking

through the Story, SnhapMap and : - 4
Spotlight features. This could allow 1p|ctures with a separate device.
i [ B

predators to gain their trust for &
D Ty il ‘ , | DAMAGE TO CONF/DENCE |
EXCESSNE USE ke | Snapchat's filters and lenses = L *

‘ are a popular way for users to
There are many features that . | ¥ enhance their ‘selfie game’. +
are attractive to users and > | Although many are designed to

keep them excited about the \ ® entertain or amuse, the ‘beautify’
app. Shap streaks encourage \ - filters on photos can set unrealistic

users to send snaps daily, % u body image expectations and create
Spotlight Challenges give \ , j feelings of inadequacy. Comparing
users to the chance to obtain } PO ( themselves unfavourably against
money and online fame, and the ‘ e o other Snapchat users could
Spotlight feature’s scroll of = 2 ‘ threaten a child’s confidence
videos makes it easy for children i ¢ -2 4+ or sense of sglf-worth.

to spend hours watching content. ‘ - " - —— ———

———- 3 S | X" VISIBLE LOCATION
INAPPROPRIATE CONTENT 2l .

. Some videos and posts on Snapchat

~ | are not suitable for children. The
hashtags used to group content are
determined by the poster, so an
innocent search term could still yield
age-inappropriate results. The app’s
Discover function lets users swipe
through snippets of news stories &

My Places lets users check in
and search for popular spots
nearby — such as restaurants,
parks or shopping centres -
and recommend them to their
friends. The potential issue with
a young person consistently
checking into locations on
8 Snapchat is that it allows other users
: 1 in their friends list (even people they
_F have only ever met online) to see
: @ Where they currently are and where
they regularly go

and trending articles that often &
include adult content. There A«\
| is currently no way to turn ’Q'

off this ftue ‘ 94
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“TURN OFF QUICK ADD 'CHOOSE GOOD CONNECTIONS a P~ TALK ABOUT SEXTING
. It may feel like an awkward conversation

The Quick Add function helps people Snapchat has recently announced that it
find each other on the app. This is rolling out a new safety feature: users \ (and one that young people can be reluctant

function works based on mutual will receive notifications reminding them of the to hclye) but itis important to talk openly and
friends or whether someone’s number importance of maintaining connections with people non-judgementally about sexting. Discuss the
is in your child’s contacts list. Explain to your they actually know well, as opposed to strangers. legal implications of sending, receiving or

child that this feature could potentially make . This ‘Friend Check Up’ encourages users to delete sharing explicit images, as well as the possible
their profile visible to strangers. We recommend _ connections with users they rarely communicate emotional |m?c|ct. Emphasise that your child
that your child turns off Quick Add, which can be § with, to maintain their online safety and privacy. should never feel pressured into sexting - and
done'in the settings (accessed via the cog icon). that if theY receive unwanted explicit images,
they should tell a trusted adult straight away.

| KEEP ACCOUNTS PRINATE
CHAT ABOUT CONTENT i Profiles are private by default, but children may * | BE READV TO BLOCK AND REPORT

: : make them public to gain more followers. Your
Talk to your child about what is and = < | child can send Snaps directly to friends, but Stories \
sn’t wise to share on Snapchat (e.g. 7 - . are visible to everyone they have added, unless they

don’t post explicit images or videos, or ~ change the settings. If they use SnapMaps, their location s
display identifiable details like their school = yisible unless ‘Ghost Mode’ is enabled (again via settings).
uniform). Remind them that once somethingis  |t's prudent to emﬁhasise the importance of not adding
online, the creator loses control over where it . people they don’t know in real life. This is particularly
might end up - and who with. Additionally, . Important with the addition of My Places, which allows
Snapchat’s ‘Spotlight’ feature has a #challenge  other Snapchatters to see the places your child re%ularly
like TikTok’s: it’s vital that your child I visits and checks in. Additionally, it's important to be
understands the potentially harmful . cautious about Shared Stories as this allows geople who
consequences of taking part in these challenges. | are not on your contact list access to the post.

Meet Our Expert 5

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.

| If a stranger does connect with your p
child on Shapchat and begins to make
them feel uncomfortable through
bullying, pressure to send explicit
images or by sending explicit images
to them, |);our child can select the three

dots on that person’s profile and choose

report or block. There are options to state why
they are reporting that user (annoying or
malicious messages, spam, or masquerading as
someone else, for example).
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Sources: Status of Mind: Social media and young people’s mental health | Life in Likes - Children's Commissioners Report | https;//supportsnapchat.com/en-US https:/fnetsanity.net/snapchd
https;//mashable.com/articlefsnapchat-status-snap-maps/?europe=true, eSafety Commissioner, (2017), Young People and Sexting — Attitudes and Behaviours: Research Findings from thel
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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FACEBOOK

With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world’'s most popular
social media platform. It encourages interaction with other people by (among other things)
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updates, joining groups and playing games. Facebook is free,

and anyone over 13 can join — but with no age verification, younger children can
easily create an account: it's likely your child is already familiar with the
platform, even if they don’t yet use it themselves.

ADDICTINE NATURE

Facebook’s quick reward cycle of likes and
comments on shared posts can be hugely
addictive. It encourages users to keep
returnin'g1 to post things and increases
FOMO (the Fear Of Missing Out), which
leads to people checking the app even
more frequentlr and finding themselves
endlessly scrolling through content.

CYBERBULLYING

A 2021 Ofcom report found that around one in
four UK 12-15-year-olds had been cyberbullied
or trolled (intentionally antagonised online). On
Facebook, this can hapﬁen through private
messages (on Facebook Messenger); hurtful
comments on their profiles and posts; pages or
groups set up purposely to torment a victim; or
exclusion from pages or groups.

| W | N\

Facebook encourages you to post “what’s on
\ your mind”, but children should be wary of
» | revealing too much about themselves online.
Users can give GWGK their location by checking
in or using Facebook Live, for example, while
some photos can also be traced using file data.
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FUTURE ’MPA Q:f\:\%/% ¢| Facebook monitors and removes material |
Like most social media platforms, 3\%& \| like hate speech or extreme political views,
anything posted on Facebook leaves a T while adverts on the platform are now CENSORED
Fermanent ‘digital footprint’. This can have ﬁ\ forbidden from targeting under-18s based
uture consequences for young people: ?\@ on their interests. Offensive content isn't

| always taken down instantly, however, so
there’s still a risk of children encounteringit.

\IDEOS AND STREAMING  LIVE

Facebook Live lets users stream video live

= | to their friends or watch others’ broadcasts. r
| Viewers can comment in real time, which is
problematic to moderate. Short, user-created
clips called Reels can now also be displayed
on profiles and feeds. These video features
could contain unsuitable material or allow
children to be cajoled into doing something
on camera that they wouldn’t normally do.

many universities and employers, for
qxample, now review someone’s Facebook
timeline during the application process.

(CONTACTFROM STRANGERS __

Just like in the offline world, there are people

on Facebook with malicious intentions. Ofcom
reports, for instance, that 30% of

12-15-year-olds have received a friend request
from a stranger. This, sadly, can include
individuals seeking to take advantage of
\Umpressionable youngsters. )
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KEEP ACCOUNTS PRIVATE ") (ENCOURAGE SAFE FRIENDING @) (LEAD BY EXAMPLE
In the settings area, you can choose whether Facebook can help your child to stay d Let your child watch you using Facebook - this
a Facebook profile is public or private. By far connected with the people and the things will demonstrate how it can be used safely and
the safest Oﬁtion is to switch your child’s to that they care about. However, it's important appropriately, reducing the risk of them
private, so they can only interact with people for them to understand that they should only encountering harmful content themselves. Teach
who they are friends with on the platform. accept friend requests from people who they them the habit of thinking before sharing
Facebook’s settings can also prevent your know. The key questions to consider are “has anything online and try to follow the same rules
child’s personal information (such as Kour child met them in person?” and “do they that you set for them - so if you agree time limits
contact details, school nhame or date of now and trust them enough to feel comfortable on your child’s Facebook use, then you should
birth) from appearing publicly. / \qccepting them as a Facebook friend?” / \stick to them, too.

W
SAWYSHARING ~ FNZEXTRE )\ ( RESPECT BOUNDARIES BLOCK AND REPORT
Make sure your child realises that what they Once you've talked about Facebook safety On Facebook, you‘re able to report
share online with friends can end up being with your child, give them some space and harmful content and block particular people
shared clgain by others. It’'s important that trust them to make smart choices. Make it clear or groups so they can’t contact your child or
they think about what they share online and however, thattyou're always open to discussing view their profile. Before they start spendin?
who they share it with. Facebook’s ‘Audience social media if they need to. In the earI?l stages, serious time on the platform, show your child
Selector’ gives users the option to filter who you could occasionally review your child’s social how these features work and explain why
sees what they are sharing, whenever a media activity with them to put your mind at rest the?l might need to be used. Facebook’s
status is updated, photos are uploaded or — but take care not to become reliant on Bullying Prevention Hub offers advice on

\anything is posted. dealing with harassment on the platform. -/

_~National
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J \checking it every night.
Meet OQur Expert

Alex Wrightis a former Facebook employee and social media
expert with more than 15 years' experience in digital media.
He has worked with some of the biggest organisations on the
planet and has a vast understanding of how social media
platforms work and how they engage their audience.

Sources: www.facebookeom/satety/bullying
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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ADDICTION

Many social media platforms are designed \d

in a way to keep us engaged on them foras 3§ )
long as possible. There's a desire to scroll : 0
often/more in case we‘ve missed something zg*g
important or a fear of missing out. Instagram is%
different and young people can easiIK lose track of
time by aimlessly scrolling and watching videos
posted by friends, acquaintances, influencers or

even strcmgers.
- RN AW AT

PRODUCT TAGGING

Product tags allow users (particularly influencers who
are sponsored to advertise products) to tag a product
or businessin theirJ)ost. This tag takes viewers,
regardless of age, directly to the product detail page
on the shop where the item can be purchased an
where children may be encouraged by influencers to
purchase products they don’t necessarily need.
PO

EXCLUSION AND OSTRACISM

Young people are highly sensitive to ostracism. -
Feeling excluded can come in many forms such as:
not receiving many ‘likes’, not being tagged, being
unfriended, having a photo untagged, or not
receiving a comment or reply to a message. Being
excluded online hurts just as much as being
excluded offline — with children potentially suffering
lower moods, lower self-esteem, feeling as if they
don't belong or undervalued.
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Product ta%ging on Instagram only works on public
accounts. If your child wants to share their clothing
style, make-up etc and tag items in a post then they
may be tempted to change their settings to public,
which can leave their profile visible to strangers.

What Parentsit{Garers

Need to'Know about

|

Instagram is onejoffthe most popular social medi:: platformslin/the world, with overil|billion{user

worldwide. The platfm:m dllows users to upload in_wages and videos to their feed, createlinteractiv
istories’, sharellive videos, exchange private messages orfsearch, explore and follow otelr‘,{

c‘countslike — whilst at the same time continuousl

‘ features to meet the needsofjits{user

updatir?g and addin new; 4
P i
GOING LNE

Live streaming on Instagram allows
users to connect with friends and
followers in real-time and comment on @B
videos during broadcast. Risks increase if .
the account is public because anyone can :
watch and comment on their videos,
including strangers. However, other risks
include acting in ways th? wouldn’t
normally or being exposed to inappropriate
content or offensive language.

INFLUENCER CULTURE

Influencers can be paid thousands

of pounds to promote a product,

service, app and much more on social
media - the posts can often be identified
because they state they're a ‘paid partnership’. ...
Ofcom found that young people often attempt
to copy-cat influencer behaviour for their own

posts to gain likes, sometimes posting content
which may not be age-appropriate.

UNREALISTIC IDEALS

Children compare themselves
to what they see online in terms
of how they look, dress, their
body shape, or the experiences
others are having. The constant scrolling and
comparison of unrealistic ideals can lead to
children feeling insecure about their own
appedarance, questioning how exciting their
own lives are and having a fear of missing
out.

[

Advice for Parents & Carers

1 9,
HAVE OPEN DIALOGUE

Talk to your child about live videos and the ,
risks involved and how they can do it safely with

family and friends. Talk to them about ensuring they
have safety settings on so only followers can view
them live, and maybe help them prepare what the
would say when they do go live.

FAMILIARISE YOURSELF

Instagram is one social media CIpI:)
which has its safety features available
to parentsina user—friendIY manner. The
document provides examples of
conversation starters, managing privacy,
managing comments, blocking and restricting
and can be found on the Instagram

website>community>parents.
®» ‘ ™
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Due to the impact on mental wellbeing, Instagram has allowed users

to change the focus of their experiences online away from how many
likes a post has by hiding the like counts. Users can hide like counts on all
the posts in their feed as well as hiding the like counts on their own posts.
This means others can’t see how many likes you get. This can be done by
going into settings > notifications > posts > likes > off

",‘
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REMOVE PAYMENT METHODS  *

If you're happy for your child to have a
card associated with their Instagram
account, we suggest adding a PIN which
needs to be entered before making a payment.
This can be added in the payment settings tab and
will also help prevent unauthorised purc

FOLLOW INFLUENCERS

Following influencers will allow you to ~
monitor what they're sharing as well as
being able to discuss anything which

~>
you deem inappropriate. Talk to your child J
about who they follow and help them develop
critical thinking skills about what the influencer s,
trying to do. For example, are they trying to sell a
product by promoting it?

e
iz USE MODERATORS

‘ Instagram has launched ‘live moderators’ on Ins
live where creators can assigh a moderator and give
them the power to report comments, remove viewers
and turn off comments for a viewer. It's recommended to
keep devices in common spaces so that you are aware if
they do go live or watch live streaming.

BE VIGILANT AND REASSURE

Talk to your child about the use of filters. While \

~

ases.

theY can be fun to use they don't represent the
real them. If you find your child continuously using a filter,
ask them why and reassure them that they are beautiful
without it to build up their feelings of self-worth. Discuss
the fact that many images online are filtered and not
everyone looks ‘picture perfect’ in real life, which can also
lend itself to discuss what is real and not real online.

BALANCEYOURTIME

Instagram now has an in-built activity dashboard that allows users

/- to monitor and control how much time they spend on the app. Users ~s=—

- can add a ‘daily reminder’ to set a limit on how much time they want to

spend on Instagram, prompting them to consider if it's been too long with a ‘take
a break’ message. There's also the option to mute notifications for a period of

time. These features can help you have a conversation with your child about how

much time they are spending on the app and to set healthy time limits.

o P
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various
academic papers and carried out research for the Australian government
comparing internet use and sexting behaviours of young people in the UK,
USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What!Parents & Carers‘ Need tolXKnow/about
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| users,exchanging texts, ?
photos, videos and documents; as welllas maklngmce and V|deo calls?lts eug%o end/encryption means e,
messages canonly.beiviewed] by the sender and/any/recipients:inotleven\WhatsAppican read {them:Updates tolits s‘ro,_..“_\g“‘

privacy pollcy in 2021 (mvolvmg Shdl;th data W|th parenticompany, Facebook) caused m|II|os_to’ aveithe app, butthe

(o)

POTENTIAL CYBERBULLYING

Group chat and video calls & -
are great for connecting with f
multiple people in WhatsAp F but D@*#
there'is always the potential fo

someone’s feelings to be hurt by an
unkind comment or joke. The ‘only
admins’ feature gives the admin(s) of a
group control over who can send
messages. They can, for example, block
people from posting in a chat, which could
make a chlld feeI excluded and upset.

CONTACT FROM STRANGERS

To start a WhatsApF chat, you

only need the mobile number of

- the person you want to message

~ (the other person also needs to have

' the app). WhatsApp can access the
address book on someone’s device and
recognise which of their contacts also use
the app. So if your child has ever given
their phone number to someone they don‘t
know, that person could use it to contact
them via WhatsApp.

LOCATION SHARING &)

The ‘live location’ feature lets users
share their current whereabouts,
allowing friends to see their movements.
WhatsApp describes it as a “simple and
secure way to let people know where you
are.” It is a useful method for a young \
person to let loved ones know they're safe

— but if they used it in a chat with people

y they don’'t know, they would be exposing

4 their location to them, too.

SCAMS

Fraudsters occasionally send WhatsApp F

messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
Eersonatlng a friend or relative and
ing for money to be transferred to
help with an emergency.
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DISAPPEARING MESSAGES

Users can set thtsAp;) messages to
disappear in 24 hours, 7 days or 90 days
by default. Photos and videos can also be /‘ °
instructed to disappear after the

reC|p|ent has viewed them. These files
can’t be saved or forwarded - so if your
child was sent an inap J)ro priate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS @

WhatsApp has unfortunately been linked
to acceleratmg the spread of dangerous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the app. WhatsApp itself took steps to
prevent its users circulating hazardous
theories and speculation in the early

weeks of the Covid-19 pcmdemlc % < ‘
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f CREATE A SAFE PROFILE  EXPLAIN ABOUT BLOCKING & (", REPORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive Young peogle shouldn’t engage with any
phone number to add them as a contact, messages, calls or files from a contact, they message that looks suspicious or too good
it's also worth altering a young person’s should block them using ‘settings’ in the chat. to be true When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
photo and status. The optlons are show up on their device and stays undelivered. first time, they’ll be given the option to
‘everyone’, ‘my contacts’ and ‘nobody’ - Blocking someone does not remove them from rePort it as spam. If the sender claims to be
choosing one of the latter two ensures that Zour child’s contact list — so they also need to riend or relative, call that Ferson on their
your child’s profile is better protected. e deleted from the address book. usual number to verlfy it really is them, or if

it's someone trying to trick your child.

CHECK THE FACTS

You can now fact-check
WhatsApp messages that

THINK ABOUT LOCATION Y DELETE ACCIDENTAL
If your child needs to use the ‘live i MESSAGES «

location’ function to show you or

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or

has been added to a group one of their friends where If your child posts a message they have been forwarded at
== thatthey don’t want to be they are, advise them to want to delete, WhatsApp allows the least five times, by
. part of, they can use BTGRoup share their location onl user seven minutes to erase a double-tapping the
WhatsApp’s group settings #= | foraslong as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a WhatsApp gives d range of message, choose ‘delete’ and then right of the message. From
group, the admin can add ‘live location’ options, and your delete for everyone.’ However, it's there, your child can launch a “
them back in once; If they E child should manually stop sharing important to remember that

recipients may have seen (and
taken a screenshot of) a message
before it was deleted.

leave a second t|me itis “ their position as soon as it is no
permanent. longer needed.

themselves whether the

Google search and decide for N
message was true or not. 2

Meet OQur Expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy
for parents and children. She has extensive experience in the
social media arena and is the founder of Kids N Clicks: a web
resource that helps parents and children thrive in a digital world.
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